Through the
EDR Lens

Taking a look at what an
EDR actually sees..
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Goal

Setup some common telemetry sources
Review the information returned

Map the detection strategies

Talk about an example methodology



Not demoing bypasses for Twitter



Define:EDR




EDR — What?

| What is EDR?

Endpoint Detection and Response (EDR), also referred to as endpoint detection and threat response (EDTR), is an
endpoint security solution that continuously monitors e

ransomware and malware.

Coined by Gartner’'s Anton Chuvakin, EDR is defined as a solution that “records and stores endpoint-system-level

behaviors, uses various data analytics techniques to detect suspicious system behavior, provides contextual
information, blocks malicious activity, and provides remediation suggestions to restore affected systems.”

CrowdStrike: What is Endpoint Detection and Response



https://www.crowdstrike.com/cybersecurity-101/endpoint-security/endpoint-detection-and-response-edr/

Methodology




The EDRs Job
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OODA



https://www.youtube.com/watch?v=NWEpE6_iAvE
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EDR — OODA




EDR — OODA
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EDR — OODA (Observe)




EDR — OODA (Orient 1)




Telemetry Sources



Userland DLL

Callstack Analysis

Kernel Callbacks




Userland DLL - Why?

Easy to apply hooks

Can assess functionality as the process goes

Instrumentation

Stability

General enrichment




Userland DLL — Examples

Base address Entry point

.27 MB

e, ene T FeBe T7e8ebl A1l

Ox7ff863400bc0

ritd 1. dll
hcoroviders, dll O 7 o000

2 Windows PowerShell

PS C:\Users\admin> Get-Process -Name powershell| select -ExpandProperty modules | group -FProperty FileMame | select name|select-string umpd

j@{Name=_C: \Windows"System32\UMPDC.d11}

PS C:\Usershadmin> g
g e oy e I
KernelBase.dl Ox Ff863cd00a0 Ox 7H868ces 750 2.82MB Microsoft Windows

apphelp.dl Ox Ffea5dfooon N 7865200880 580 kE Microsoft Windows
locale.nls 0x leaceb30000 804 kE Microsoft Windows




Implementing Hooks



Function Hooking - wt+f




Function Hooking

‘= README.md

MinHook
License [BSD 2 Clalse|

The Minimalistic x86/x64 API Hooking Library for Windows

http://www.codeproject.com/KB/winsdk/LibMinHook.aspx

Version history
e v1.3.3 - 8 Jan 2017

o Added a helper function 'MH_CreateHookApiEx . (Thanks to asm256)
o Support Visual Studioc 2017 RC.




Userland DLL - Examples

DWORD WINAPI SetupHooks(LPVOID param)

{
MH_STATUS status = MH_STATUS::MH_ERROR_NOT_INITIALIZED;

status = MH_Initialize();

status = MH_CreateHookApi(
L"ntdll",

“NtAllocateVirtualMemory"”,
NtAllocateVirtualMemory_Hook,
reinterpret_cast<LPVOID*>(&pNtAllocateVirtualMemory_Original

);
status = MH_EnableHook(MH_ALL_HOOKS);

return status;




NTSTATUS NTAPI NtAllocateVirtualMemory_Hook(IN HANDLE ProcessHandle,
° ° IN OUT PVOID* BaseAddress,
Fun Ctlon Hooklng IN ULONG_PTR ZeroBits,
IN OUT PSIZE_T RegionSize,
IN ULONG AllocationType,
IN ULONG Protect

)

NTSTATUS Status = pNtAllocateVirtualMemory_Original(ProcessHandle,
BaseAddress,
ZeroBits,
RegionSize,
AllocationType,
Protect

)5

FENNEC: :Logger: :WriteLogToFile(LOG_TYPE, Log);

return Status;




The Log

"event": "dll-hook-rwx",
"data": {
"parameters": {
"ProcessHandle": {
“type": "HANDLE",
"value": "@Oxfffff"
I
"BaseAddress": {
"type": "LPVOID",
"value": "Oxfffff"

e

"ZeroBits": {
"type": "ULONG_PTR",
"Value": II@II

I

"RegionSize": {
"type": "PSIZE_T",
"value": "4096"

}

"AllocationType": {
Il.typell : IIULONGII ,

"value": "0"
},
"Protect": {
"type": "ULONG",
"value": "0"
}
}
}
“process-name": “program.exe",

"process-id": 3982,




Process Instrumentation




Process Instrumentation

NTSYSAPI NTSTATUS NTAPI NtSetInformationProcess
(

IN HANDLE ProcessHandle,

IN PROCESS_INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,

IN ULONG ProcessInformationlLength

Detecting Manual Syscalls from User Mode



https://winternl.com/detecting-manual-syscalls-from-user-mode/

Process Instrumentation

BOOL SetInstrumentationCallback() {
PROCESS_INSTRUMENTATION_CALLBACK_INFORMATION Callback = { 0 };
HANDLE hProcess = GetCurrentProcess();

NTSTATUS Status = { 0 };

Callback.Version = 0;
Callback.Reserved = 0;
Callback.Callback = InstrumentationCallbackThunk;

Status = NtSetInformationProcess(hProcess, (PROCESSINFOCLASS)ProcessInstrumentationCallback,
&Callback, sizeof(Callback));

if (NT_SUCCESS(Status))

{

return TRUE;
}
else
{

return FALSE;
}




Process Instrumentation

if (SymFromAddr(hProcess, Context->Rip, &Displacement, Symbol))

{
if (SymGetModuleInfo64(hProcess, Symbol->Address, &ModuleInfo))

{
printf("%s!%s\n", ModuleInfo.ModuleName, Symbol->Name);

}

ntdll!ZwSetEvent
ntdll!ZwOpenProcess
ntdll!ZwQueryInformationThread
ntdll!ZwOpenSection

ntdll INtQueryAttributesFile
ntdll!ZwOpenFile
ntdll!ZwCreateSection
ntdll!ZwMapViewOfSection




Process Instrumentation

if (SymFromAddr(hProcess, Context->Rip, &Displacement, Symbol))

{ if (SymGetModuleInfob4(hProcess, Symbol->Address, &ModuleInfo))
{ if (strcmp(ModuleInfo.ModuleName, "ntdll") !'= 0 || strlen(ModuleInfo.ModuleName) == 0)
{ print("Detected suspicious call: %s!%s\n", ModuleInfo.ModuleName, Symbol->Name);
) }




Process Instrumentation

"event”: "process-instrumentation”,

"data": {
"process-1d": 5493,
"thread-1d": 1209,
"image-file-name"”: "program.exe",
"symbol-function”: "NtWriteVirtualMemory",
"symbol-module”: ""




Callstack Analysis




Callstack Analysis - Example
'S

General Statistics Performance Threads Token Modules Memory Em
Options

.. :I'IIZ:I Start address

1152 nmvwaf2umx_cfg.dl!OpenAdapter 12+0x5a0020

1356 libGLESw 5 'I_IrEE"j

1992  nvwaf2umx_cfg.dl!OpenAdapter 12+0x5a0020
2416 lIbGLESW2. : adStart
2980 libGLES
3308 [bGLESw2.dll' ANGLER.esetDisplayPlatform+0
4552 ntdll. dl'TppWaorkerThread
chirome, dil +0x413cdd
5280
5354
5750 " x5a0020

6256 nvwol2umx

5504  mvwaf2um:

cfg.dl'OpenAdapter 12 +0x
W ¥_cfg.dll'OpenAdapter 12 +0x
ibGLESw 2. dlll ANGLER esetDisplayPlatform +0
ibGLESw 2. dlll ANGLER esetDisplayPlatform +0x 2
chrome. dll +0x413cd0
ibGLESw 2. dlll ANGLER esetDisplayPlatform +0x 2ee 520



Callstack Analysis - Example

F™ Stack - thread 7264

8

Marme = Mame

1 .

nidll. dll'MtwWaitForSingleObject +H0x 14 ntdll. dil!NtwaitForSingleObject +0x 14
KernelBase. dll!WaitForSingleObjectEx +0x8e KernelBase. dll! WaitForSingleObjectEx +0x8e
Default-Loader. x64.exe+0x8975 2 Ox1bal55f75cc

1

DefaultLoader.x64.exe +0xa235 - Ox4e881ff118

o

Default-Loader. k64, exe +0x3f0 2 0x1baN56h2355
Default-Loader. x64.exe+0x13c4

DefaultLoader.x64.exe +0x 15086

kernel32.dlllBaseThreadInitThunk +0x 14

ntdll, dillR.HUserThreadStart+0x21

I A 5|




Callstack Analysis - Detect

HANDLE hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPTHREAD, 0);

THREADENTRY32 te = { 0 };

te.dwSize = sizeof(te);

if (Thread32First(hSnapshot, &te))

{
do

{
if (te.dwSize >= FIELD_OFFSET(THREADENTRY32, th320wnerProcessID) +
sizeof(té.th320wnerProcessID))
if (te.th320wnerProcessID == 0 && te.th32ThreadID == 0)
{

continue;

}

te.dwSize = sizeof(te);

} while (Thread32Next(hSnapshot, &te));




Callstack Analysis - Detect

do

{
if (StackWalk64(IMAGE_FILE_MACHINE_AMD64, GetCurrentProcess(), hThread, &frame, &context, NULL,

SymFunctionTableAccess64, SymGetModuleBase64, NULL) == FALSE)
{

break;

}

DWORD64 dwOffset = 0;

char Buffer[sizeof(SYMBOL_INFO) + MAX_SYM_NAME * sizeof(WCHAR)] = { 0 };
PSYMBOL_INFO Symbol = (PSYMBOL_INFO)Buffer;

Symbol->S1ze0OfStruct = sizeof(SYMBOL_INFO);

Symbol->MaxNameLen = MAX_SYM_NAME;

if (SymFromAddr(GetCurrentProcess(), frame.AddrPC.0ffset, &dwOffset, Symbol))

{
printf("Symbol: %s\n", Symbol->Name);

}

else

{
printf("Unresolved: 0x%p\n", reinterpret_cast<LPVOID>(frame.AddrPC.0ffset));

}

} while (true);




Callstack Analysis - Detect

%ymhnl:
Bymbol :
BEymbol :

Eymhnl:

ZuwblaitForkWorkViakWorkerFactory
TpReleaseCleanupGroupMembers

BEaseThreadInitThunk
RtlUserThreadStart

Eymhnl: NtWailtForsingleObject

Bymbol: WaitForSingleObjectEx
Unresolved: 8x8e0081BABSSF7SCC
Unresolved: 6x0080084E881FF118
Unresolved: 8x080081BABS6BE23A5




Callstack Analysis - Detect

{
"event": "callstack",
"data": {
"process-id": "22500",
"thread-id": "9808",
"callstack": [
"“NtDelayExecution”,
"RtlDelayExecution”,
"SleepEx",
"0x000002173E3AAATG"
1,
"allocation-base”: "0x000002173E280000",
"base-address": "0x000002173E286000",
"region-allocation-initial": "PAGE_READWRITE",
"region-protection-active": "PAGE_EXECUTE_READ",
"region-size": "598016",
"region-state": "MEM_RESERVE",
"region-type": "MEM_PRIVATE",
"start-address”: "0x00000217/3E2866B0"




Callstack Analysis - Detect

{
"process-id": "22500",
“thread-id": "9808",
"image-file-name": "OutlookHelper.exe",
"{mage-file-location": "c:\\windows\\temp",
"callstack": [
“NtDelayExecution”,
“Rt1DelayExecution”,
“SleepEx",
"Ox000002173E3AAA76"

1,
"allocation-base": "0x000002173E280000",
"base-address": "0x000002173E286000",
“region-allocation-initial”: "PAGE_READWRITE",
"region-protection-active": "PAGE_EXECUTE_READ",
"region-size": "598016",
“region-state”: "MEM_RESERVE",
“region-type": "MEM_PRIVATE",
“start-address”: "0x000002173E2866B0",
"symbol-info": {
“symbol-function": "NtCreateThreadEx",
“symbol-module”: "*

}
}




Kernel
Callbacks



The Callbacks

PsSetCreateProcessNotifyRoutineEx

PsSetCreateThreadNotifyRoutine



PsSetCreateProcessNotifyRoutineEx

NTSTATUS PsSetCreateProcessNotifyRoutineEx(
[in] PCREATE_PROCESS_NOTIFY_ROUTINE_EX NotifyRoutine,
[in] BOOLEAN Remove

)5




PsSetCreateProcessNotifyRoutineEx

NTSTATUS Status = PsSetCreateProcessNotifyRoutineEx(ProcessNotifyCallback, FALSE);

1f (NT_SUCCESS(Status))

{
DbgPrint("[+] PsSetCreateProcessNotifyRoutineEx: 0x%X\n", Status);

}

else

{
DbgPrint("[!] PsSetCreateProcessNotifyRoutineEx: 0x%X\n", Status);

}




PsSetCreateProcessNotifyRoutineEx

VOID ProcessNotifyCallback(PEPROCESS Process, HANDLE ProcessId, PPS_CREATE_NOTIFY_INFO CreatelInfo)
{
UNREFERENCED_PARAMETER(Process);

if (CreateInfo)

{
1f (CreateInfo->FileOpenNameAvailable)
{

DbgPrint("[*] New Process (0x%X): %wZ %wZ (%d)\n",
CreateInfo->CreationStatus,
CreateInfo->ImageFileName,
CreateInfo->CommandLine,
ProcessId

)5

}
}




PsSetCreateProcessNotifyRoutineEx

New Proc

New Proc ( : VC o ANWIND
Mew Proc ' C:\Window

*BUSY* Debuggee is running...

mrale
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PsSetCreateProcessNotifyRoutineEx

typedef struct _PS_CREATE_NOTIFY_INFO {
SIZE_T Size;
union {
ULONG Flags;
struct {
ULONG FileOpenNameAvailable : 1;
ULONG IsSubsystemProcess : 1;
ULONG Reserved : 30;

s
be
HANDLE ParentProcessld;
CLIENT_ID CreatingThreadld;

struct _FILE_OBJECT *FileObject;

PCUNICODE_STRING ImageFileName;

PCUNICODE_STRING CommandLine;

NTSTATUS CreationStatus;
} PS_CREATE_NOTIFY_INFO,




PsSetCreateProcessNotifyRoutineEx

{

"event": "process-creation",
"data": {
"file-open-name-avatilable": true,
"1s-subsystem-process": false,
"process-i1d": 9472,
"thread-1d": 2383,
"command-line": "c:\\windows\\temp\\program.exe /p argl",
"1mage-file-name"”: "c:\\windows\\temp\\program.exe",
"creation-status": "error-success",




PsSetCreateProcessNotifyRoutineEx

{

"event": "process-creation",

"data": {
“"file-open-name-available": true,
"1s-subsystem-process"”: false,
"process-i1d": 9472,
"thread-1d": 2383,
*command-line": "c:\\windows\\temp\\program.exe /p argl",
"image-file-name": "c:\\windows\\temp\\program.exe",
Yeraatipn.ctatipeit. "prrnr_currpcc"j
"parent-process-id": "1291",
"parent-process-name": "winword.exe",
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PsSetCreateProcessNotifyRoutineEx
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condition="is">»C:\Program Files (x86)\Common Files\microsoft shared\ink\TabTip32.exe</Image>
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PsSetCreateProcessNotifyRoutineEx

query =
sequence by host.id with maxspan=1m
[process where host.os.type == "windows"™ and event.code == "1™ and
f* sysmon process creation */
process.parent.name : ("winword.exe", "excel.exe", "outlook.exe", "powerpnt.exe", "eqnedi3d2.exe”, "fltldr.exe",
"mspub.exe”™, "msaccess.exe”,"cscript.exe”, "wscript.exe”, "rundll3Z.exe™, "regsvril.exe",

"mshta.exe™, "wmic.exe", "cmstp.exe"”, "msxsl.exe™) and

/* noisy FP patterns */
not (process.parent.name : "EXCEL.EXE™ and process.executable : "?:‘\\Program Files\\Microsoft Office\\root‘\\Office®\\ADDINS\\*.exe™) and
not (process.executable : "¥:\\Windows\\splwowt4.exe" and process.args in ("8192", "12288") and process.parent.name : {"winword.exe™, "excel.exe", "outlook.exe™, "powerpnt.exe™)) and
not (process.parent.name : "rundll32.exe™ and process.parent.args : ("2 :\\WINDOWS\\Installer\\M5I*.tmp,zzzzInvokeManagedCustomActionOutOFProc™, "--no-sandbox™)) and
not (process.executable :

{("?:\\Program Files (x86)\\Microsoft\\EdgelebView\\Application\\*\\msedgewebview?.exe™,

"2 :\\Program Files\\Adobe‘\‘\Acrobat DC\\Acrobat\\Acrobat.exe",

"2 1\ \Windows\\SysWOW64\ \DWWIN. EXE") and

process.parent.name : ("winword.exe”, "excel.exe”, "outlook.exe™, "powerpnt.exe™)) and

not (process.parenmt.name : "regsvr3i2.exe” and process.parent.args : ("?2:%\\Program Files\\*", "2:\\Program Files (x86)\*"))
1 by process.paremt.entity_id, process.entity_id
[process where host.os.type == "windows™ and event.code == "18"™ and
/¥ Sysmon process access event from unknown module */
winlog.event_data.CallTrace : "*UNKNOWN*"] by process.entity_id, winlog.event_data.TargetProcessGUID




PsSetCreateThreadNotifyRoutine

NTSTATUS Status = PsSetCreateThreadNotifyRoutine(ThreadNotifyCallback);

if (NT_SUCCESS(Status))
{

DbgPrint("[+] PsSetCreateThreadNotifyRoutineEx: 0x%X\n", Status);
}

else

{
DbgPrint("[!] PsSetCreateThreadNotifyRoutineEx: 0x%X\n", Status);

}




PsSetCreateThreadNotifyRoutine

NTSTATUS Status = PsSetCreateThreadNotifyRoutine(ThreadNotifyCallback);

if (NT_SUCCESS(Status))
{

DbgPrint("[+] PsSetCreateThreadNotifyRoutineEx: 0x%X\n", Status);
}

else

{
DbgPrint("[!] PsSetCreateThreadNotifyRoutineEx: 0x%X\n", Status);

}




PsSetCreateThreadNotifyRoutine

Id: 9924
Thread Handle: 6x808800880688625(C
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PsSetCreateThreadNotifyRoutine
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PsSetCreateThreadNotifyRoutine

"event": "thread-creation”,
"data": {
"thread-id": 2932,
"process-id": 9472,
"disk-backed": false
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AlLlUdOne

}

"events": [
"process-instrumentation”,
"process-creation”,
"callstack"”
1,
“process-id": "22500",
“thread-id": "9808",
“image-file-name"”: "QutlookHelper.exe",
"i{mage-file-location": "c:\\windows\\temp",
“command-line": "/q 1a56f852-38dd-49f3-b544-ebb8bf0597fd",
“parent-process-id": 493,
“parent-process-name": "explorer.exe",
"process-start-state": "suspended",
"callstack": [
"NtDelayExecution”,
"Rt1DelayExecution”,
"SleepEx",
"0x000002173E3AAATG"
1,
“allocation-base”: "Ox00000217/3E280000",
"base-address"”: "0x0000021/3E286000",
“region-allocation-initial": "PAGE_READWRITE",
“region-protection-active": "PAGE_EXECUTE_READ",
“region-size": "598016",
“region-state": "MEM_RESERVE",
“region-type": "MEM_PRIVATE",
“start-address”: "0x000002173E2866B0",
"symbol-info": {
“symbol-function": "NtCreateThreadEx",
"symbol-module”: ""

}




Final note

Understanding telemetry life cycle > new hotness

As Al/ML usage increases, simple bypasses like SysCalls from a few years ago...

Go/Rust/Nim/stuff work right now because of low data points
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Thanks!

// SteelCon 2023




